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DETAILED ACTION 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 2-17, 30, and 34-39 are rejected under 35 U.S.C. 112, second paragraph, 
as being indefinite for failing to particularly point out and distinctly claim the subject 
matter which applicant regards as the invention. 

Claims 2-1 1 , 13-17, and 35-39 recites the limitation "the station" in line 1 . There 
is insufficient antecedent basis for this limitation in the claim. 

Claim 5 recites the limitation "the information" in line 2. There is insufficient 
antecedent basis for this limitation in the claim. 

Claim 6 recites the limitation "the collected and received information" in lines 2-3. 
There is insufficient antecedent basis for this limitation in the claim. 

Claim 12 recites the limitation "the station" in line 6. There is insufficient 
antecedent basis for this limitation in the claim. 

Claim 12 recites the limitation "the device" in lines 10-11, and 13. There is 
insufficient antecedent basis for this limitation in the claim. 

Claim 12 recites the limitation "the received information" in line 12. There is 
insufficient antecedent basis for this limitation in the claim. 

Claim 13 recites the limitation "the device" in line 2. There is insufficient 
antecedent basis for this limitation in the claim. 
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Claim 15 recites the limitation "the data traffic" in line 2. There is insufficient 
antecedent basis for this limitation in the claim. 

Claim 15 recites the limitation "the device" in line 3. There is insufficient 
antecedent basis for this limitation in the claim. 

Claim 16 recites the limitation "the data traffic" in line 2. There is insufficient 
antecedent basis for this limitation in the claim. 

Claim 17 recites the limitation "the device" in line 3. There is insufficient 
antecedent basis for this limitation in the claim. 

Claim 30 recites the limitation "the received information" in line 6. There is 
insufficient antecedent basis for this limitation in the claim. 

Claim 34 recites the limitation "the device" in lines 5 and 9. There is insufficient 
antecedent basis for this limitation in the claim. 

Claim 34 recites the limitation "the information" in line 6. There is insufficient 
antecedent basis for this limitation in the claim. 

Claim 34 recites the limitation "the received information" in line 8. There is 
insufficient antecedent basis for this limitation in the claim. 

Claim 35 recites the limitation "the device" in line 3. There is insufficient 
antecedent basis for this limitation in the claim. 

Claim 36 recites the limitation "the device" in line 2. There is insufficient 
antecedent basis for this limitation in the claim. 

Claim 37 recites the limitation "the heuristic analysis" in line 1 . There is 
insufficient antecedent basis for this limitation in the claim. 
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Claim 39 recites the limitation "the heuristic analysis" in line 2. There is 
insufficient antecedent basis for this limitation in the claim. 

As for claims 1 3-1 7, 31 , 32, and 35-39 which claim dependency from claims 1 2, 
30, and 34 these claims are also rejected under 35 U.S.C. 112, second paragraph for 
insufficient antecedent basis per the rationale of claims 1 2, 30, and 34. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-6, 8-16, 18, 19, and 21-37 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Manghirmalani et al (US Patent #5,819,028) in view of Buia et al (US 
PGPUB US2004/0078683). 

Claim 1 discloses a network management station, comprising: a processor; a 
memory coupled to the processor; and program instructions provided to the memory 
and executable by the processor to: transmit a network management message to a 
device connected to the network management station over a network; collect response 
information from the device based on the network management message; receive 
unsolicited information from the device; and analyze the response information and the 
unsolicited information according to a set of heuristics to provide a health measurement 
of the device. Manghirmalani et al teaches a network managing station is a computer 
which includes a processor and memory (figure 1 , column 5, lines 20-37), the 
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management station queries agents for data (column 5, lines 38-46), the requested data 
is collected (column 5, lines 38-46), and the collected data is analyzed and a health 
score is determined based on a formula (column 6, lines 17-34). It fails to teach 
receiving unsolicited information from the device. Buia et al teaches a network 
management station receives unsolicited information from connected devices 
(paragraph 25). 

Manghirmalani et al and Buia et al are analogous art because they are both 
related to monitoring networks. 

At the time of the invention it would have been obvious to a person of ordinary 
skill in the art to use the receiving of unsolicited information feature in Buia et al with the 
system in Manghirmalani et al because efficiency and productivity of a network is 
controlled (Buia, paragraph 25). 

Claim 2 discloses the station of claim 1, further including program instructions 
that execute to compare device processor utilization, device memory utilization, local 
area network (LAN) utilization, errors, and trap information with one or more thresholds 
as parameters to the set of heuristics. Manghirmalani et al further teaches the load 
(column 9, lines 5-1 8), errors (column 9, line 56 - column 1 0, line 2), and trap 
information (column 6, lines 54-62) are monitored by the management station. 

Claim 3 discloses the station of claim 1 , wherein the set of heuristics include as 
parameters; processor utilization, memory utilization, LAN utilization, statistics including 
discards, cyclical redundancy checking (CRC) and frame check sequence (FCS) errors 
and number of broadcast, and traps, received as both solicited and unsolicited 
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messages from the device. Manghirmalani et al further teaches the load (column 9, 
lines 5-18), errors (column 9, line 56 - column 10, line 2), and trap information are used 
to determine the health of the network. 

Claim 4 discloses the station of claim 1, further including program instructions 
that execute to analyzing unsolicited messages initiated from the device to a 
management program, the unsolicited messages selected from the group of: messages 
reporting successful events; messages reporting a traffic threshold; and messages 
reporting a non-functioning component on the device. Buia et al further teaches 
analyzes unsolicited information including data regarding the performance on the 
network (paragraph 58). 

Claim 5 discloses the station of claim 1 , further including program instructions 
that execute to collectively analyze all of the information, both solicited and unsolicited, 
in order to formulate a health measurement for the device and for the network. 
Manghirmalani et al further teaches the data collected is used to formulate a health 
score for the device and the network (column 6, lines 17-34, and column 7, lines 56-67). 

Claim 6 discloses the station of claim 1 , further including program instructions 
that execute to assign pre-selected weight values to the collected and received 
information as part of an applied heuristic and to use the weight values to provide the 
health measurement. Manghirmalani et al further teaches weights are added to the 
collected data (column 7, lines 56-67). 

Claim 8 discloses the station of claim 1, further including program instruction that 
execute to implement different weight values to solicited and unsolicited information as 
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parameters to the set of heuristics as suited to a particular type of network device. 
Manghirmalani et al further teaches the user may adjust the weights assigned to the 
received information (column 7, lines 56-67). 

Claim 9 discloses the station of claim 1, further including program instruction that 
execute to implement different weight values to solicited and unsolicited information as 
parameters to the set of heuristics as suited to a particular type of network. 
Manghirmalani et al further teaches the user may adjust the weights assigned to the 
received information (column 7, lines 56-67). 

Claim 10 discloses the station of claim 1, wherein the device and the station are 
connected over a local area network (LAN). Manghirmalani et al further teaches the 
network may be any type of network including a LAN (figure 1 , column 5, lines 15-19). 

Claim 11 discloses the station of claim 1, wherein the device and the station are 
connected over a wide area network (WAN). Manghirmalani et al further teaches the 
network may be any type of network including a WAN (figure 1 , column 5, lines 15-19). 

Claim 12 discloses a network management station, comprising: a processor; a 
memory coupled to the processor; and program instructions provided to the memory 
and executable by the processor to: poll a device, connected to the station over a 
network, with network management messages; receive processor utilization, memory 
utilization, link up/down status, trap, buffer utilization, discard and error information in 
response to the polling and as unsolicited information initiated by and transmitted from 
the device; and apply heuristics to the received information from the polling and 
unsolicited transmissions collectively to determine a health of the device. 
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Manghirmalani et al teaches a network managing station is a computer which includes a 
processor and memory (figure 1 , column 5, lines 20-37), the management station 
queries agents for data (column 5, lines 38-46), load (column 9, lines 5-18), errors 
(column 9, line 56 - column 10, line 2), and trap information (column 6, lines 54-62) are 
received by the management station, and the collected data is analyzed and a health 
score is determined based on a formula (column 6, lines 17-34). It fails to teach 
receiving unsolicited information from the device. Buia et al teaches a network 
management station receives unsolicited information from connected devices 
(paragraph 25). 

Manghirmalani et al and Buia et al are analogous art because they are both 
related to monitoring networks. 

At the time of the invention it would have been obvious to a person of ordinary 
skill in the art to use the receiving of unsolicited information feature in Buia et al with the 
system in Manghirmalani et al because efficiency and productivity of a network is 
controlled (Buia, paragraph 25). 

Claim 13 discloses the station of claim 12, further including program instructions 
which execute to display a visual indicator of the health of the device. Manghirmalani et 
al further teaches an indicator of the device is shown on a display (figure 2, and column 
5, lines 51-63). 

Claim 14 discloses the station of claim 13, further including program instructions 
which execute to display additional detail report information upon a selection of the 
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visual indicator. Manghirmalani et al further teaches each devices individual status may 
also be displayed (figure 2, column 5, lines 51-63). 

Claim 15 discloses the station of claim 12, further including program instructions 
that execute to register, as a parameter to the applied heuristics, that the data traffic 
through a port of the device is being under utilized. Manghirmalani et al further teaches 
the load of a device is monitored and displayed (column 9, lines 5-55). 

Claim 16 discloses the station of claim 15, further including program instructions 
that execute to register, as a parameter to the applied heuristics, that the data traffic 
through a port on another network device is overburdened. Manghirmalani et al further 
teaches the loads of the devices connected are monitored and displayed (column 9, 
lines 5-55). 

Claim 18 discloses a method for network and network device monitoring, 
comprising: transmitting a network management message to a device; collecting 
response information from the device based on the network management message; 
receiving unsolicited information from the device; and analyzing the response 
information and the unsolicited information according to a set of heuristics to provide a 
health measurement for the device. Manghirmalani et al teaches a management station 
queries agents for data (column 5, lines 38-46), the requested data is collected (column 
5, lines 38-46), and the collected data is analyzed and a health score is determined 
based on a formula (column 6, lines 17-34). It fails to teach receiving unsolicited 
information from the device. Buia et al teaches a network management station receives 
unsolicited information from connected devices (paragraph 25). 
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Manghirmalani et al and Buia et al are analogous art because they are both 
related to monitoring networks. 

At the time of the invention it would have been obvious to a person of ordinary 
skill in the art to use the receiving of unsolicited information feature in Buia et al with the 
system in Manghirmalani et al because efficiency and productivity of a network is 
controlled (Buia, paragraph 25). 

Claim 19 discloses the method of claim 18, wherein the method further includes 
transmitting an SNMP message to the device. Manghirmalani et al further teaches 
SNMP is used to communicate with the device (column 6, lines 54-62). 

Claim 21 discloses the method of claim 18, wherein the method further includes 
transmitting an ICMP ping to the device. Manghirmalani et al further teaches an ICMP 
ping is transmitted to the device (column 7, lines 4-6). 

Claim 22 discloses the method of claim 18, wherein the method further includes 
receiving information using a telnet protocol. Manghirmalani et al further teaches any 
protocol which includes telnet may be used (column 5, lines 15-19). 

Claim 23 discloses the method of claim 18, wherein the method further includes 
receiving traps from the device. Buia et al further teaches receiving traps from the 
devices (paragraph 25). 

Claim 24 discloses the method of claim 18, wherein receiving unsolicited 
information includes unsolicited information relating to: processor utilization; memory 
utilization; local area network utilization; and errors. Manghirmalani et al further teaches 
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the load (column 9, lines 5-18), and errors (column 9, line 56 - column 10, line 2), are 
received by the management station. 

Claim 25 discloses the method of claim 18, wherein receiving unsolicited 
information from the device includes receiving messages initiated from the device to a 
management program, including messages selected from the group of: messages 
reporting successful events; messages reporting a traffic threshold; and messages 
reporting a non-functioning component on the device. Buia et al further teaches 
analyzing unsolicited information including data regarding the performance on the 
network (paragraph 58). 

Claim 26 discloses the method of claim 18, wherein the method further includes 
receiving a message, initiated from the device to a management program, which reports 
that a packet of data has been successfully sent from a port on the device. Buia et al 
further teaches receiving SNMP polling information which may include successful 
transmissions (paragraph 58). 

Claim 27 discloses the method of claim 18, wherein the method further includes 
receiving a message, initiated from the device to a management program, which reports 
that the device is over burdened with traffic and may crash. Buia et al further teaches 
receiving information regarding the performance of a device (paragraph 58). 

Claim 28 discloses the method of claim 18, wherein the method further includes 
receiving a message, initiated from the device to a management program, which reports 
that a port on the device is not functioning. Buia et al further teaches receiving 
information regarding device configuration and performance information (paragraph 58). 
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Claim 29 discloses the method of claim 18, wherein analyzing according to a set 
of heuristics includes a heuristic having parameters selected from the group of: 
processor utilization; a memory utilization; a link up/down status; a trap receipt; a buffer 
utilization; a discard receipt; a CRC statistic; and a FCS statistic. Manghirmalani et al 
further teaches the load (column 9, lines 5-18), errors (column 9, line 56 - column 10, 
line 2), and trap information are used to determine the health of the network. 

Claim 30 discloses a method for network and network device monitoring, 
comprising: polling a device with network management messages; receiving processor 
utilization, memory utilization, link up/down status, trap, buffer utilization, and error 
information in response to the polling and as unsolicited information initiated by and 
transmitted from the device; and applying heuristics to the received information from the 
polling and unsolicited transmissions collectively to determine a health of the device and 
the network. Manghirmalani et al teaches a management station queries agents for 
data (column 5, lines 38-46), load (column 9, lines 5-18), errors (column 9, line 56 - 
column 10, line 2), and trap information (column 6, lines 54-62) are received by the 
management station, and the collected data is analyzed and a health score is 
determined based on a formula (column 6, lines 17-34). It fails to teach receiving 
unsolicited information from the device. Buia et al teaches a network management 
station receives unsolicited information from connected devices (paragraph 25). 

Manghirmalani et al and Buia et al are analogous art because they are both 
related to monitoring networks. 
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At the time of the invention it would have been obvious to a person of ordinary 
skill in the art to use the receiving of unsolicited information feature in Buia et al with the 
system in Manghirmalani et al because efficiency and productivity of a network is 
controlled (Buia, paragraph 25). 

Claim 31 discloses the method of claim 30, wherein the method further includes 
displaying a visual indicator of the determined health. Manghirmalani et al further 
teaches an indicator of the device is shown on a display (figure 2, and column 5, lines 
51-63). 

Claim 32 discloses the method of claim 31 , wherein the method further includes 
accessing additional report information by selecting the visual indicator. Manghirmalani 
et al further teaches each devices individual status may also be displayed (figure 2, 
column 5, lines 51-63). 

Claim 33 discloses a computer readable medium having instructions for causing 
a device to perform a method, comprising: transmitting a network management 
message to a device; collecting response information from the device based on the 
network management message; receiving unsolicited information from the device; and 
analyzing the response information and the unsolicited information according to a set of 
heuristics to provide a health measurement of the device. Manghirmalani et al teaches 
a management station queries agents for data (column 5, lines 38-46), the requested 
data is collected (column 5, lines 38-46), and the collected data is analyzed and a 
health score is determined based on a formula (column 6, lines 17-34). It fails to teach 
receiving unsolicited information from the device. Buia et al teaches a network 
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management station receives unsolicited information from connected devices 
(paragraph 25). 

Manghirmalani et al and Buia et al are analogous art because they are both 
related to monitoring networks. 

At the time of the invention it would have been obvious to a person of ordinary 
skill in the art to use the receiving of unsolicited information feature in Buia et al with the 
system in Manghirmalani et al because efficiency and productivity of a network is 
controlled (Buia, paragraph 25). 

Claim 34 discloses a network management station, comprising: a processor; a 
memory coupled to the processor; means for receiving solicited and unsolicited 
information from a network device, the unsolicited information initiated by and 
transmitted from the device, the information including processor utilization, memory 
utilization, link up/down status, trap, buffer utilization, and error information; and means 
for analyzing the received information collectively to provide a health measurement of 
the device. Manghirmalani et al teaches a network managing station is a computer 
which includes a processor and memory (figure 1 , column 5, lines 20-37), the 
management station queries agents for data (column 5, lines 38-46), load (column 9, 
lines 5-18), errors (column 9, line 56 -column 10, line 2), and trap information (column 
6, lines 54-62) are received by the management station, and the collected data is 
analyzed and a health score is determined based on a formula (column 6, lines 17-34). 
It fails to teach receiving unsolicited information from the device. Buia et al teaches a 
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network management station receives unsolicited information from connected devices 
(paragraph 25). 

Manghirmalani et al and Buia et al are analogous art because they are both 
related to monitoring networks. 

At the time of the invention it would have been obvious to a person of ordinary 
skill in the art to use the receiving of unsolicited information feature in Buia et al with the 
system in Manghirmalani et al because efficiency and productivity of a network is 
controlled (Buia, paragraph 25). 

Claim 35 discloses the station of claim 34, wherein the means for receiving 
solicited information includes executing instructions to send a simple network 
management protocol (SNMP) query to the device. Manghirmalani et al further teaches 
SNMP is used to communicate with the device (column 6, lines 54-62). 

Claim 36 discloses the station of claim 34, wherein the means for receiving 
unsolicited information initiated by and transmitted from the device includes executing 
program instructions to record the unsolicited information and to apply the unsolicited 
information as parameters in a heuristic analysis. Buia et al further teaches receiving 
and processing the unsolicited information from the devices (paragraph 25). 

Claim 37 discloses the station of claim 34, wherein the heuristic analysis includes 
program instructions that execute to assign pre-selected weight values to the solicited 
and unsolicited information to provide the health measurement. Manghirmalani et al 
further teaches weights are added to the collected data (column 7, lines 56-67). 
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Claims 7, 17, 38, and 39 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Manghirmalani et al (US Patent #5,819,028) in view of Buia et al (US 
PGPUB US2004/0078683) as applied to claims 6, 16, and 37 above, and further in view 
of Rayes et al (US PGPUB US2005/0086502). 

Claim 7 discloses the station of claim 6, further including program instructions 
that execute to initiate network actions, based on the health measurement, to avoid 
potential issues with the device and the network. Manghirmalani et al in view of Buia et 
al teaches the limitations of claim 6 as recited above. It fails to teach initiating network 
actions, based on the health measurement, to avoid potential issues with the device and 
the network. Rayes et al teaches based on network health, users may be shutdown so 
others will not be affected (paragraph 38). 

Manghirmalani et al in view of Buia et al and Rayes et al are analogous art 
because they are both related to network health monitoring. 

At the time of the invention it would have been obvious to a person of ordinary 
skill in the art to use the management station intervening feature in Rayes et al with the 
system in Manghirmalani et al in view of Buia et al because smooth running of the 
network for others is ensured (Rayes, paragraph 38). 

Claim 17 discloses the station of claim 16, further including program instructions 
that execute to initiate an action based on the determined health of device in order to 
avoid a problem on the device and the network. Manghirmalani et al in view of Buia et 
al teaches the limitations of claim 16 as recited above. It fails to teach initiating network 
actions, based on the health measurement, to avoid potential issues with the device and 
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the network. Rayes et al teaches based on network health, users may be shutdown so 
others will not be affected (paragraph 38). 

Manghirmalani et al in view of Buia et al and Rayes et al are analogous art 
because they are both related to network health monitoring. 

At the time of the invention it would have been obvious to a person of ordinary 
skill in the art to use the management station intervening feature in Rayes et al with the 
system in Manghirmalani et al in view of Buia et al because smooth running of the 
network for others is ensured (Rayes, paragraph 38). 

Claim 38 discloses the station of claim 37, further including program instructions 
that execute to initiate network actions based on the health measurement. 
Manghirmalani et al in view of Buia et al teaches the limitations of claim 37 as recited 
above. It fails to teach initiating network actions, based on the health measurement, to 
avoid potential issues with the device and the network. Rayes et al teaches based on 
network health, users may be shutdown so others will not be affected (paragraph 38). 

Manghirmalani et al in view of Buia et al and Rayes et al are analogous art 
because they are both related to network health monitoring. 

At the time of the invention it would have been obvious to a person of ordinary 
skill in the art to use the management station intervening feature in Rayes et al with the 
system in Manghirmalani et al in view of Buia et al because smooth running of the 
network for others is ensured (Rayes, paragraph 38). 

Claim 39 discloses the station of claim 38, further including program instruction 
that execute selectively modify one or more parameters in the heuristic analysis as 
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suited to a particular type of network work and a particular type of network device. 
Manghirmalani et al further teaches the user may adjust the weights assigned to the 
received information (column 7, lines 56-67). 

Claim 20 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Manghirmalani et al (US Patent #5,819,028) in view of Buia et al (US PGPUB 
US2004/0078683) as applied to claim 19 above, and further in view of Shevenell et al 
(US PGPUB US2004/01 22645). 

Claim 20 discloses the method of claim 19, wherein the method further includes 
receiving return information contained in a management information base (MIB) of the 
device. Manghirmalani et al in view of Buia et al teaches the limitations of claim 1 9 as 
recited above. It fails to teach receiving return information contained in a management 
information base (MIB) of the device. Shevenell et al teaches information regarding the 
device is received from the MIB of the device (paragraph 50). 

Manghirmalani et al in view of Buia et al and Shevenell et al are analogous art 
because they are both related to network management. 

At the time of the invention it would have been obvious to a person of ordinary 
skill in the art to use the receiving information from the MIB feature in Shevenell et al 
with the system in Manghirmalani et al in view of Buia et al because the topology of the 
network may be determined by the received information (Shevenell, paragraph 50). 
Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. Tindal et al (US PGPUB US2007/0233826) teaches of 
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configuring, managing, and monitoring network resources. Sato (US PGPUB 
US2003/0012182) teaches managing a network device. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Brian J. Gillis whose telephone number is (571)272- 
7952. The examiner can normally be reached on M-F 7:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Rupal Dharia can be reached on 571-272-3880. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Brian J Gillis 
Examiner 
Art Unit 2141 

/B.J. GV 

Examiner, Art Unit 2141 

/Jason D Cardone/ 
Supervisory Patent Examiner, Art Unit 2145 



